
Licence Model Implementation with Sentinel Hardware Keys (Document version 1.0.0 30/10/06) 

 
Licence Model Implementation with Sentinel Hardware Keys  
A quick overview: 
 
Following flexible license models are supported with the SHK and are available 
both with the Shell and API implementations: 
 
A) Time limited licenses  
B) Leased and Evaluation License Models (Trial) 
C) Limited Execution Count (pay-per-use) 
D) Floating licenses (Network Keys only) 
 
A) Time limited licenses – Shell implementation 
 
specifying an expiration date will only allow execution of a shelled application or algorithm 
until the expiration date has been reached.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 Note: By selecting the option Add instances later the expiration date of time limited 

licenses can be modified by fulfilment when programming individual keys. 

 

Time limited licenses 
are easily implemented 
whilst designing your 
SHK Shell template. 
 
Simply click on the 
Licensing tab when 
you create a new Shell 
Feature (select Add 
button). 
 
For an existing Shell 
Feature click the Edit 
button 
 
 
 
 

In the Licensing tab check the Lease 
check-box in the SDK. 
 
Selecting the Lease option will 
ensure the application can be 
executed until the chosen  
Expiration date.  
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Time limited licenses - API implementation 
 
Time limited licenses are also available as a high-level business API by checking the 
Lease check-box either for AES or ECC algorithms when designing. Selecting this option 
will cause the algorithm to become inactive after the lease expires: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Simply create an AES or ECC algo when you create a new API Feature (select Add 
button). In the AES or ECC API Features dialogue box check the Lease check-box in the 
SDK. 
 
For an existing API Feature click the Contents button to show you the API design details. 
 
Selecting the Lease option will ensure the application can be executed until the chosen 
Expiration date.  
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B) Leased and Evaluation License Models 
 
Specifying an expiration date will only allow execution of a shelled application or algorithm 
until the expiration date has been reached. 

Evaluation 

Once the algorithm of the evaluation key in the field has “expired” the algorithm can be 
activated with no time limit.  (activation). 

To update a key in the field use the Update Manager that is integrated in the SDK. 

1) Click on the green arrow icon to open the License Template dialogue box. 
2) Select Developer Defined under License Template Types 
3) Select the License Template you have built in License Designer and want to update. 
4) Confirm your choice by pressing  the Done button 

 
Then select the License/Feature 
option box in the Update 
Manager’s Action types option 
group and click on the Add 
button. This will bring up the 
dialog box Add Action for 
Features. 
 
For Activation: 

Select the command Activate 
AES feature to create an activate 
action. Give it an appropriate 
Action name and press OK. 

 
Note: Keys in the field are updated with an update code generated in the Key Activator 
tab in the Update Manager using the .req file generated by the secure Update utility. 
Leased 
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Once the algorithm of the evaluation key in the field has “expired” the algorithm can be 
updated with a new expiry date. (lease). 
 
To update a key in the field use the Update Manager that is integrated in the SDK. 

1) Click on the green arrow icon to open the License Template dialogue box. 
2) Select Developer Defined under License Template Types 
3) Select the License Template you have built in License Designer and want to update. 
4) Confirm your choice by pressing  the Done button 
 

Then select the 
License/Feature option box 
in the Update Manager’s 
Action types option group  
and click on the Add button. 
This will bring up the dialog 
box Add Action for Features. 
 
For new expiration date: 

Select the command Set 
expiration date to update the 
key in the field with a new 
expiration date. Give it an 
appropriate Action name and 
press OK. 

 

Note: Keys in the field are updated with an update code generated in the Key Activator 
tab in the Update Manager using the .req file generated by the secure Update utility. 
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C) Limited Execution Count (pay-per-use) Shell implementation 
 
Limiting the execution count will only allow execution of a shelled application or algorithm 
until an algo has been executed specified number of times or a shelled application started 
a specified number of times. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 Note: By selecting the option Add instances later the expiration date of time limited 

licenses can be modified by fulfilment when programming individual keys. 

 

Per-per-use licenses 
are easily implemented 
whilst designing your 
SHK Shell template. 
 
Simply click on the 
Licensing tab when 
you create a new Shell 
Feature (select Add 
button). 
 
For an existing Shell 
Feature click the Edit 
button 
 
 
 
 

In the Licensing tab check the Limit 
executions check-box in the SDK. 
 
Selecting the Limit executions 
option will ensure the application can 
be executed a certain number of 
times, which is the Execution count 
you specified. 
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Limited Execution Count (pay-per-use) API implementation 
 
Per-per-use licensing is also available through the high-level business API by checking the 
Limit Executions check-box either for AES or ECC algorithms when designing. Selecting 
this option will cause the algorithm to become inactive after a set number of executions: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Simply create an AES or ECC algo when you create a new API Feature (select Add 
button). In the AES or ECC API Features dialogue box check the Limit Executions 
check-box in the SDK. 
 
For an existing API Feature click the Contents button to show you the API design details. 
Selecting the Limit Executions option will ensure the algo can only be executed  a set 
number of times. 
 
 
D) Floating licenses (Network Keys only) 
 
This requires no additional design as using a network key will automatically support a fixed 
number of licenses which is specified by the hard-limit of the key.  


